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Abstract—IoT is changing the way Internet is used due to
the availability of a large amount of data timely collected from
every-day life objects. Designing applications in this new scenario
poses new challenges. This extended abstract discusses them and
presents the objective of the BeT project whose main aim is to
introduce a reference architecture, a conceptual framework, and
related techniques to design behavior-enabled IoT systems and
applications.
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I. INTRODUCTION

The increasing adoption of the Internet of Things (IoT) com-
bined with the rapid expansion of the edge-to-cloud computing
continuum, the widespread adoption of AI technologies, as
well as the tighter participation of human beings and their
personal devices, are pushing toward an expanded notion of
the Internet where humans become more central than ever.

Gartner in its “Gartner Top Strategic Technology Trends for
2021” [1] recognized the Internet of Behaviors (or simply, IoB)
as a strategic technology trend needed by resilient businesses
to overcome the current economic state of the world. IoB
collects human behaviors (through an underline IoT network or
social networks), analyzes them from a behavioral psychology
standpoint, and uses them to influence users’ behaviors.

So far, IoB applications are realized by unsystematically
building layers on top of traditional IoT reference architec-
tures. This process is error-prone and based on personal-,
rather than, best- practices.

The BeT (Behavior-enabled IoT) project aims at enhancing
the way IoB systems are designed and implemented. It defines
a reference architecture and a set of well-defined and validated
methods and patterns for systematically engineering the IoB.
.

II. BET MODEL AND CHALLENGES

BeT foresees a network of humans and computational
elements (e.g., IoT devices, networks, data, and services) that,
through AI and machine learning algorithms, may give rise to
a network of cooperating human-digital entities.

This view goes beyond the typical scenario where humans
are mobile agents immersed in a static IoT space [2]. Both
humans and cyber-physical entities can move in a shared
environment, each one impacting the behavior of the other.
This implies a bi-causal connection between humans and soft-
ware systems: on the one hand, humans’ (and communities’)

behaviors may be collected and analyzed in order to influence
the behavior of other people with suggestions and decisions
that may maximize their expectations and their Quality of
Experience (QoE); on the other hand, software behavior itself
may be adapted to follow human expectations and actions, so
to guarantee Quality of Service (QoS).

In the BeT vision, human (and communities) desires and re-
curring behaviors have to be inferred, modeled, and validated.
Moreover, AI-enabled components support the inference of
human and system behaviors, based on recurring behavioral
patterns [3].

The BeT proposal tries to address a set of challenges:
Human-System behavior Interaction and its Interpretation:

Human agents in BeT are a key part of the environment and/or
the system itself. To provide strong guarantees for QoS and
QoE in these systems, we need to address the limitations of
current human modeling techniques and deal with the inher-
ent variability and uncertainty in their behavior. Finding the
right fidelity and keeping these models alive in production is
fundamental to avoiding highly over-approximate knowledge
that could lead in turn to bad QoE.

Human-System bi-causal Quality connection effects: Dy-
namic changes in the system itself and the surroundings
can be interleaved giving rise to nontrivial unforeseen cause-
effect mutual relations between system and human behaviors.
Understanding the mutual influence between QoS and QoE
represents an emerging problem in IoB systems.

Cooperative adaptation between humans and AI-enabled
IoT: Humans and AI-enabled IoT (AIoT) systems, while
interacting and collaborating, shall adapt to each other in order
to maximize QoE and QoS. While self-adaptation techniques
are well studied in IoT applications, the joint human-AIoT
adaptation is still to be studied.

III. BET ARCHITECTURE AND GOALS

A reference architecture is a software architecture template
defining the structures, elements and relations to realize con-
crete architectures in specific domains or families of soft-
ware systems. While IoT reference architectures have been
extensively discussed in the literature, and some recent work
discusses preliminary AIoT reference architectures, BeT aims
at defining its own reference architecture for IoB applications.

The BeT reference architecture includes AI components to
analyze and predict human behaviors, as well as Quality of



Fig. 1. BeT high-level reference architecture

Service (QoS) and Quality of Experience (QoE) metrics to
maximize the system-specific and human-perceived qualities.
BeT provides methods to model human behavior patterns, as
well as means to detect QoE-QoS antipatterns. A bi-causal
connection between humans and systems is defined, in order to
maximize QoE and QoS. Self-adaptiveness embedded in BeT
supports the human and system behavior run-time autonomous
adaptation to users’ and system’s needs.

BeT foresees a network of humans and computational
elements (e.g., IoT devices, networks, data, and services) that,
through AI and machine learning algorithms, may give rise to
a network of cooperating human-digital entities.

This view goes beyond the typical scenario where humans
are mobile agents immersed in a static IoT space. Both humans
and cyber-physical entities can move in a shared environment,
each one impacting the behavior of the other. This implies a
bi-causal connection between humans and software systems:
on the one hand, humans’ (and communities’) behaviors may
be collected and analyzed in order to influence the behavior
of other people with suggestions and decisions that may
maximize their expectations and their Quality of Experience
(QoE); on the other hand, software behavior itself may be
adapted to follow human expectations and actions, so to
guarantee Quality of Service (QoS). In the BeT vision, human
(and communities) desires and recurring behaviors have to be
inferred, modeled, and validated. Moreover, AI-enabled com-
ponents support the inference of human and system behaviors,
based on recurring behavioral patterns.

BeT aims at supporting the design of behavior enabled
IoT systems that satisfy quality of service and human (as an
individual or group of people) expectations at the same time.
For example, in the evacuation context, people could rapidly
reach the exits (maximizing the QoE) but this can create data
congestion in the IoT (not optimized QoS); a car trip planner
could exploit AI-enabled models to suggest uncongested,
shortest paths but this could lead to an unsatisfactory response

time due to a more complex computation; an infrastructure
autoscaler continuously follows the traffic of the incoming
requests to allocate resources but this could lead to bad QoE
due to continuous reallocation that could be avoided with a
better knowledge of users’ behavior. Therefore, QoE and QoS
and their possible interrelations assume an important role.

BeT aims at expressing behaviors originated by both human
and system changes and self-adapt to such bi-causal behavior
stimuli while maintaining a trade-off between QoE and QoS.
To this aim, BeT will detect and encode (anti)patterns as
solutions to recurring human-system interactions that have
(negative)positive effects on the design and the trade-off
between QoE and QoS in an AIoT system. Real use cases
provided by the research units will show the (anti)patterns “in
action”. These (anti)patterns and the related use cases can be
used by architects or behavior scientists to compare different
BeT instantiations as well as to implement new AIoT systems
that aim at incorporating human-system interactions and their
effects on QoE and QoS by design.

IV. CONCLUSIONS

BeT, a PRIN 2022 accepted project, will investigate meth-
ods, patterns, and a reference architecture for systematically
engineering the IoB. The project is expected to start in Septem-
ber 2023. Anybody interested to collaborate is welcome to
contact the authors.
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